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(57) ABSTRACT

In order to improve reliability of a system-on-chip (SoC)
through fault tolerance verification, there is provided a
method of analyzing an error rate in a system-on-chip (SoC)
having at least one internal block obtained by interconnect-
ing two or more gates, comprising: applying an input signal
to an input terminal of a certain internal block; defining an
input error rate of each gate of the internal block; and
defining an output error rate of the internal block based on
the input error rate of each gate and an error rate propagating
to an output terminal. As a result, there is proposed a method
of analyzing a change of the output error rate depending on
the input error rate in a gate level in error model develop-
ment necessary to design and verify a fault-tolerant SoC.
Therefore, it is possible to analyze errors in each gate and
formularize error rate information modeling including an
input/output relationship between each gate of a digital
circuit in a library form.

5 Claims, 4 Drawing Sheets

PP

Piia(1-P(

(-P P

1= {0 -Ps{1-P{}




U.S. Patent Jun. 6, 2017 Sheet 1 of 4 US 9,671,447 B2

FIG. 1

i N9 P =P )+
M / Pj)=PF ] |

¥

G 0 { P«P(G)

U 1 0 Pl(1-PGH

i 0 0 -PAIPG)

i 1 1 L -Pan=(1-Pan}




U.S. Patent Jun. 6, 2017 Sheet 2 of 4 US 9,671,447 B2

FIG. 2

p=t
Pi) P N
i ST {a) Pi)=Pli)+~

J WM*’” ﬁgi‘ws (7)+~

0 0 1-{(1-P)+(1-PG)))

0 1 1 (1-Pian=PQ)

i 0 1 P (1~-PGH

1 1 1 PP

FIG. 3

o,

(1)1 ff’{a}
| \xj_:«wwwﬁ ng}w}f’{z}

O 1 P

i § P




U.S. Patent

sl

N
e

.

Jun. 6, 2017

Sheet 3

FIG. 4

of 4 US 9,671,447 B2

",

Py}

FIG. 5

100

4y

H

H
R

LB

HO)
S PO
)] * (3




U.S. Patent

Jun. 6, 2017 Sheet 4 of 4

FIG. 6

US 9,671,447 B2

APPLY INPUT OF BLOCK - 5601

!

COMPUTE INPUT ERROR
RATE OF EACH GATE

]

DEFINE OUTPUT ERROR
RATE BASED ON ERROR RATE [ _- 5605
PROPAGATING TO OUTPUT TERMINAL

S607

NO

- 9603

OVERALL INPUTS?

DERIVE ERROR RATE
CAUSED BY INPUT OF BLOCK

S609



US 9,671,447 B2

1
METHOD OF ANALYZING ERROR RATE IN
SYSTEM-ON-CHIP

CROSS REFERENCES TO RELATED
APPLICATIONS

The present invention contains subject matter related to
Korean Patent Application No. 2013-0167254, filed in the
Korean Patent Office on Dec. 30, 2013, the entire contents
of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to a method of deriving an
error correction means suitable for the entire system in
consideration of influence from an input error rate of a
certain gate to an output error rate of the gate and a course
of propagating an error rate between gates when the error is
injected to the input of a system block or the inside of the
block in order to improve reliability of a System-on-Chip
(SoC) through fault tolerance verification.

Description of Related Art

As a semiconductor manufacturing process technology is
improved, and a highly integrated circuit can be imple-
mented, a system-on-chip (SoC) has been proposed, in
which various semiconductor components such as a proces-
sor, a memory, and a peripheral are implemented on a single
chip.

The “SoC” is a semiconductor integrated circuit that
integrates all components of the entire system into a single
chip, by which main semiconductor elements such as a
computation element, a storage element, and a data conver-
sion element can be implemented on a single chip. That is,
a single chip can be operated as a single system by inte-
grating main components such as a central processing unit
(CPU), a digital signal processing (DSP) chip, and a micro-
controller (MCU) on a single semiconductor package. By
integrating various functionalities into a single semiconduc-
tor chip, it is possible to dramatically reduce a space on a
circuit board and a system size. As a result, it is possible to
miniaturize various electronic systems. Furthermore, com-
pared to a case where several semiconductor chips are
separately manufactured, a manufacturing cost can be
remarkably reduced, so that it is possible to lower the price
of the entire system.

Therefore, the SoC technology that integrates functional-
ities of all components on a single chip arises as a core
component technology in the high technology digital era
characterized in high performance, low cost, and miniatur-
ization. Continuous performance improvement in such a
SoC technology makes the number of semiconductor com-
ponents integrated on a single chip gradually increasing.
Accordingly, a test for detecting a defect in the SoC is
emerging as an important issue.

As a process technology is improved, a reliability prob-
lem that may cause a failure in the functionality of the digital
circuit becomes important. Although several error correction
techniques have been implemented in order to address such
a problem, they are expensive. Therefore, system semicon-
ductor designers began to consider fault tolerance as one of
important design factors in addition to performance and low
power consumption.

The failure can occur based on a lot of factors. In many
cases, the failure in the system functionality is generated
from a manufacturing process or environmental factors after
the manufacturing. If a semiconductor is aged as a service
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time increases, a problem may occur in a switching timing,
or alpha particles may generate a data error due to cosmic
rays coming from the universe and reacting with the air. In
addition, an erroneous operation of the entire system may
also occur due to crosstalk, which is electrical interference
between various wiring lines caused by narrowing a gap
therebetween, various radioactive rays emitted from a radio-
active decay, thermal noise that influences on a threshold
voltage of a semiconductor, and the like.

The SoC may suffer from a failure due to an environ-
mental change such as cosmic ray particles, power noise,
and crosstalk. A temporary error that hinders a normal
operation without disrupting a digital circuit is called a soft
error.

In 1962, there was a prediction that a circuit might fail due
to cosmic ray particles. In 1975, a circuit failure caused by
cosmic rays was reported the first time. In 1978, a soft error
was observed in an SRAM lying on a soil surface, and a
research for overcoming such an error began along with
error modeling.

In the SoC, power noise (voltage drop) and radiations
remarkably contribute to an increase of the error rate. In
addition, thermal noise also generates an error that hinders
a normal operation of a circuit. Various other changes of
external environments hinder a normal operation of the SoC
and generate an error.

Errors caused by various factors in this way may hinder
normal operation of the SoC and may generate a circuit
failure in reality. In some case, errors may be blocked
internally, and the circuit may operate normally.

An error of a circuit generated in the SoC may be
internally blocked using some techniques such as logic
masking, temporal masking, or electrical masking, and the
circuit may operate normally.

As described above, various types of faults occur in a
circuit due to various types of factors. Hardware faults may
be classified into a permanent fault, an intermittent fault, and
a transient fault depending on how frequently it occurs in a
circuit. Such faults adversely affect a circuit, so that a data
error may occur, in which data unintentionally changes in
reality. The soft error is an error that changes only data
without harming hardware due to surrounding environmen-
tal factors. In order to recognize and cope with such an error
of a circuit, it is necessary to perform modeling regarding
when, where, and how frequently errors occur, and how the
system responds to such an error.

It is also desirable to perform modeling regarding whether
or not a failure occurs in the SoC due to a single or multiple
errors as well as frequency, location, and time of the errors
in the SoC.

Circuit-level error modeling is easy to perform using a
commercial simulation solution. In addition, it is easy to
change or monitor node values inside a circuit under a
simulation environment. However, the circuit-level model-
ing takes a lot of time to validate efficiency of a fault-tolerant
design method for a relatively complicated SoC based on a
circuit-level error model.

Gate-level error modeling is used when the error model-
ing of each gate is simulated by performing error modeling
for each type of the gate used in the SoC. The gate-level
error model is also easily used to derive an analytical
method. In addition, a fault-tolerant platform can be rela-
tively easily developed by applying a net list of the SoC.
However, it takes long time to validate efficiency of the
fault-tolerant design method in the SoC level.

Chip-level error modeling enables a designer to perform
a high-level simulation based on an analytic method by
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performing modeling in a high level. In addition, a resultant
model is relatively simple, so that it takes less time in
development of an error verification platform and validation
of a fault-tolerant design method. However, it is difficult to
analyze operations for the errors in internal blocks of the
SoC by determining an error in a chip level.

Modeling techniques can be classified into system-level
modeling, register-transfer-level (RTL-level) modeling,
gate-level modeling, switch-level modeling, physical-level
modeling, and the like depending a circuit approach level.
There are some differences in accuracy and complexity
between each technique. The reliability verification takes
more time as a modeling level becomes delicate from the
system level to the semiconductor level. Therefore, a
designer should select an analysis level which is suitable for
a design specification and conditions to verify fault resil-
ience of a circuit. The gate-level modeling is faster than the
switch-level modeling, which necessitates consideration on
operations of a semiconductor, and is more accurate than the
system-level modeling and the RTL-level modeling.

CITATION LIST
Patent Literatures

[Patent Literature 1] Korean Patent Application Publication
No. 10-2011-0071254

SUMMARY OF THE INVENTION

In view of the aforementioned problems, the present
invention proposes a method of analyzing influence of an
input error rate of a certain gate and an internal error rate of
the gate on an output error rate of the gate and analyzing an
error rate of the entire system semiconductor (SoC) using
gate interconnection network information of the system
semiconductor in order to improve reliability of the system
semiconductor through fault tolerance verification.

The object of the present invention is not limited to those
described above, and a person skilled in the art would
apparently appreciate other objects by reading the following
descriptions.

According to an aspect of the present invention, there is
provided a method of analyzing an error rate in a system-
on-chip (SoC) having at least one internal block obtained by
interconnecting two or more gates, comprising: applying an
input signal to an input terminal of a certain internal block;
defining an input error rate of each gate of the internal block;
and defining an output error rate of the internal block based
on the input error rate of each gate and an error rate
propagating to an output terminal.

The method may further comprise, after defining the
output error rate of the internal block, repeating a process of
sequentially applying input signals for all possible cases and
defining the output error rate of the internal block; and
analyzing the defined output error rate to derive an error rate
caused by the input of the internal block.

In the method described above, if an error rate generated
from the input terminal or the inside of the gate due to alpha
particles emitted from radioactive isotopes, thermal noise,
neutrons, and a change of external environments is called a
soft error rate (SER), the input error rate of each gate may
be expressed as a sum of the error rate propagating from an
output of the front stage and the soft error rate.

In defining the output error rate of the internal block, the
output error rate of the internal block may be defined using
information regarding propagation of the error rate between
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the gates based on information regarding an interconnection
network between the gates of the internal block.

In the method described above, input statistic information
of each gate may be analyzed by performing simulation, and
the input error rate and the output error rate of each gate may
be modeled using the input statistic information.

In the method described above, the input error rate and the
output error rate of each gate may be modeled by assuming
that the input signals applied to the input terminal of each
gate are exhibited with the same frequency.

According to the present invention, there is proposed a
method of analyzing a change of the output error rate
depending on the input error rate in a gate level in devel-
opment of an error model necessary to design and verity a
fault-tolerant SoC, so that it is possible to formularize error
rate information modeling in a library form, including an
error analysis for each gate and an input/output relationship
between gates of a digital circuit.

In addition, it is possible to provide accuracy and reli-
ability in the error rate analysis for the system output using
the formularized library.

Furthermore, it is possible to allow a designer to deter-
mine a degree of the error correction technique for the block
where errors frequently occur so as to reduce a reliability
improvement cost.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and additional features and characteristics
of this disclosure will become more apparent from the
following detailed description considered with reference to
the accompanying drawings, wherein:

FIG. 1 is a logic diagram exemplarily illustrating that an
error rate of the input propagates to an error rate of the
output in an AND gate according to an embodiment of the
present invention;

FIG. 2 is a logic diagram exemplarily illustrating that an
error rate of the input propagates to an error rate of the
output in an OR gate according to an embodiment of the
present invention;

FIG. 3 is a logic diagram exemplarily illustrating that an
error rate of the input propagates to an error rate of the
output in a NOT gate according to an embodiment of the
present invention;

FIG. 4 is a block diagram exemplarily illustrating an error
rate analysis method of a SoC internal block in a gate level
according to an embodiment of the present invention;

FIG. 5 is a block diagram exemplarily illustrating a
gate-level error analysis method of the entire SoC according
to an embodiment of the present invention; and

FIG. 6 is a flowchart illustrating an error rate analysis
method in a SoC according to an embodiment of the present
invention.

DETAILED DESCRIPTION OF THE
INVENTION

Since the present invention may be modified or embodied
in various forms, particular embodiments will be described
in detail with reference to the accompanying drawings.
However, it should be noted that they are not intended to
limit the invention, but include all possible modifications,
equivalents, and substitutes within the scope and spirit of the
present invention.

The terminology used herein is only for the purpose of
describing particular embodiments and is not intended to

limit the invention. As used herein, the singular forms “a”,
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“an” and “the” may be intended to include the plural forms
as well, unless the context clearly indicates otherwise. It is
further to be noted that, as used herein, the terms “com-
prises”, “comprising”, “include”; and “including” indicate
the presence of stated features, integers, steps, operations,
units, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, units, and/or components, and/or combination
thereof.

Unless specified otherwise, all terminologies used herein,
including technical and scientific terminologies, have the
same meaning as those understood generally by a person
skilled in art. Terminologies defined in a general dictionary
are to be construed as the same meanings as those under-
stood in the context of the related art. Unless specified
clearly herein, they are not construed as ideal or excessively
formal meanings.

It is noted that like reference numerals denote like ele-
ments throughout overall drawings. In addition, descriptions
of well-known apparatus and methods may be omitted so as
to not obscure the description of the representative embodi-
ments, and such methods and apparatus are clearly within
the scope and spirit of the present disclosure.

The present invention relates to an error rate analysis
method in a system-on-chip (SoC) comprising at least one
internal block obtained by interconnecting two or more
gates.

According to the present invention, in order to perform a
SoC gate-level error rate analysis, a gate error model of the
entire circuit is implemented in an analytical manner based
on interconnect information of internal gate connection
elements.

FIG. 6 is a flowchart illustrating an error rate analysis
method in a SoC according to an embodiment of the present
invention.

Referring to FIG. 6, an input signal is applied to an input
terminal of a certain internal block of the SoC in step S601.

Then, input error rates of each gate of the internal block
are defined in step S603.

Then, an output error rate of the internal block is defined
using the input error rates of each gate and an error rate
propagating to the output terminal in step S605.

Then, it is checked whether or not all of the input signals
are applied for all possible cases in step S607. In step S607,
the process of defining the output error rate of the internal
block by sequentially applying input signals is repeated until
the input signals are applied for all possible cases.

If the input signals are applied for all cases, an error rate
caused by the input of the internal block is obtained by
analyzing the defined output error rate in step S609.

An error rate generated from the input terminals or the
inside of the gate due to alpha particles emitted from
radioactive isotopes, thermal noise, neutrons, and a change
of external environments is called a soft error rate (SER).
The input error rate of each gate can be expressed as a sum
of'the error rate propagating from an output of the front stage
and the soft error rate.

According to an embodiment of the present invention, the
output error rate of the internal block can be defined using
the information regarding the error rate propagating between
gates based on gate interconnection network information of
the internal block in step S605.

According to an embodiment of the present invention,
input statistic information of each gate is analyzed through
a simulation, and the input error rate and the output error rate
of each gate can be modeled using the input statistic infor-
mation.
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According to another embodiment of the present inven-
tion, the input error rate and the output error rate of each gate
can be modeled by assuming that the input signal applied to
the input terminal of each gate is exhibited with the same
frequency.

FIG. 1 is a logic diagram exemplarily illustrating that the
input error rate propagates to the output error rate in an AND
gate according to an embodiment of the present invention.

Referring to FIG. 1, the input of the AND gate is denoted
by “i” and 7, and the output is denoted by “0.” The soft
error rate (SER) generated from the gate input terminal or
the inside of the gate due to alpha particles emitted from
radioactive isotopes, thermal noise, neutrons, a change of
external environment, and the like is denoted by “y”.

According to the present invention, the “y” denotes the
soft error rate generated from the inside of the gate and is
used in the relating computational expression for easy
description purposes. For example, although both the inter-
nal soft error rates of the inputs “i”” and “j” of the AND gate
are expressed as ““y,” they may be different from each other.
It is noted that a case where the same soft error rate is
exhibited is a special case. A specific description for the soft
error rate “y” will be made below in the paragraphs relating
to the computational expression.

“P(1)” denotes an error generation probability of the input
“1” and can be expressed as a sum of the error rate P,(i)
propagating from an output of the front stage and the soft
error rate v generated from the inside of the corresponding
gate.

In addition, “P(j)” denotes an error generation probability
of the input “j,” and can be expressed as a sum of the error
rate P,(j) propagating from the output of the front stage and
the soft error rate y generated from the inside of the
corresponding gate.

“P(0)” denotes an error generation probability of the
output “o” caused by the inputs and “j.”

A method of obtaining the error generation probability for
the output “o0” caused by the inputs “i” and 9 of the AND
gate using the table of FIG. 1 will be described below in
detail.

If a normal output results in “0=0,” and an abnormal
output results in “o=1" when the inputs “i” and “j” are set to
“i=0” and “j=0,” respectively, in the AND gate, this means
the case where there are errors in both the inputs “i” and “j.”
Therefore, the error generation probability P(o) of the output
“0” is expressed as “P(1)xP(j).”

If a normal output results in “o0=1,” and an abnormal
output results in “0=0" when the inputs “i” and “j” are set to
“i=1" and “j=1,” respectively, in the AND gate, this means
overall cases except for a case where no error occurs in
neither the inputs or “9.”

Therefore, the error generation probability P(o) of the
output “0” is expressed as “1-{(1-P(i))x(1-P(G))}.” In the
same way, if the inputs “i” and “j” are set to “i=0" and *“j=1,”
and if the inputs “1” and “j” are set to “i=1" and “j=0,” the
error generation probability P(o) is expressed as “P(i)x(1-
P(3))” and “(1-P(1))xP(j),” respectively.

FIG. 2 is a logic diagram exemplarily illustrating that the
input error rate propagates to the output error rate in an OR
gate according to an embodiment of the present invention.

Referring to FIG. 2, similar to the AND gate, the input of
the AND gate is denoted by “i” and “j,” and the output is
denoted by “o0.” Similarly, “P(i)” denotes an error generation
probability of the input “i” and can be expressed as a sum of
the error rate P, (i) propagating from the output of the front

stage and the soft error rate y.
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“P(j)” denotes an error generation probability of the input
“j,” and can be expressed as a sum of the error rate P,(j)
propagating from the output of the front stage and the soft
error rate y of the corresponding gate. “P(0)” denotes an
error generation probability of the output “o” caused by the
inputs “i” an

Amethod of obtalning the error generation probability for
the output “0” caused by the inputs “i” and “j” of the OR
gate using the table of FIG. 2 will be descrrbed below in
detail.

If a normal output results in “0=0,” and an abnormal
output results in “0=1" when the inputs “i” and “j” are set to
“i=0” and “4=0,” respectively, in the OR gate, this means
overall cases except for a case where there is no error in
neither the inputs “i” or “j.” Therefore, the error generation
probability P(0) of the output “0” is expressed as “1-{(1-
P@))x(1-P())}.”

If a normal output results in “o=1,” and an abnormal
output results in “0=0" when the inputs “1” and “j” are set to

i=1" and “9=1," respectively, in the OR gate, this means a
case where there are errors in both the inputs “i” and “j.”
Therefore, the error generatlon probability P(0) of the output
“0” is expressed as “P(1)xP(j).” In the same way, if the inputs
and “j” are set to “i=0" and “j=1,” and if the inputs “1”
and “7 are set to “i=1" and “J 0” the error generation
probability P(o) is expressed as “(1-P(i))xP(j)” and “P(i)x
(1-P(§)),” respectively.

FIG. 3 is a logic diagram exemplarily illustrating that the
input error rate propagates to the output error rate in a NOT
gate according to an embodiment of the present invention.

“P(i)” denotes an error generation probability of the input
“1” and can be expressed as a sum of the error rate P, (i)
propagating from the output of the front stage and the soft
error rate y. If there is an error in the input “i” with the error
generation probability “P(i),” the error rate of the output “0”
is set to “P(0)=P(@).”

A method of obtaining the error generation probability for
the output “o “0” caused by the inputs “1” and “j” of the NOT
gate using the table of FIG. 3 will be descrrbed below in
detail.

The NOT gate has a single input and a single output.
Therefore, if there is an error in the input terminal, an error
also occurs in the output terminal. As a result, the error
generatlon probability “P(0)” of the output “0” in the NOT
gate is expressed as the error generation probability “P(i)” of
the input “9”

In addltlon other types of gates such as a NAND gate, a
NOR gate, and an XOR gate included in a SoC can be
expressed by creating a table similar to those of FIGS. 1 to
3.

FIG. 4 is a block diagram exemplarily illustrating a
method of analyzing an error rate in an internal block of a
SoC in a gate level according to an embodiment of the
present invention.

FIG. 4 shows only a single internal block 100 in the entire
SoC. This block 100 has inputs “i” and “j.”

Referring to FIG. 4, several gates are 1ncluded in the block
100. Each interconnection node between the gates has a
respective error rate. The output of this block 100 is denoted
by “0.”

“ 23

1131 1’

“P(o)” denotes an error generation probability of the
output.

Although five gates, two block input ports, and a single
output port are exemplarily illustrated in FIG. 4 for easy
description purposes, the number of gates, the types of the
gates, and the number of block inputs/outputs are not
particularly limited in the present invention.
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In order to complete an error model for agate-level error
rate analysis, the inputs are applied to the block to check the
error rate of the output.

For the error rate analysis, the inputs “i=0" and “j=0" are
applied.

Considering the error rate propagating from an output of
an external block to the inputs “i” and “j” and the soft error
rate generated in the input terminal of the OR gate or the
NOT gate or the gate element, the error rates P(a), P(b), and
P(c) can defined as follows.

P(a)=Py(a)+y M

P(b)=P,(b)+y @

P(e)=P(e)+y 3

In these expressions, the soft error rates inside the inputs
“” and “j” of the AND gate may be different. Although the
soft error rate is expressed as “y,” it can be divided into “y1”
and “y2” in reality. Therefore, 1f the soft error rates of the
inputs “i” and “j” are equal to each other, this is a special
case.

The soft error rate y may be different for each gate of the
circuit of FIG. 4.

Based on the equations for the error rate propagating from
the input to the output of the OR gate and the NOT gate of
FIGS. 2 and 3, the error rates P,(d), P,(e), and P,(f) can be
defined as follows.

Pd)=1-[(1-(Ppla)+1)x(1=(Z,(0)+1))] Q)

P ()=1-[(1-(P,(@)+1)x(1-(P,(b)+N)] ®

PH=Pp0)+y Q)

In the equations above, if a soft error occurs in each gate
under the inputs “i=0" and =0, the output of the OR gate
results in “17, and the output of the NOT gate results in “0”.

The inputs of the NOT gate and the AND gate of the next
stage are set to “d=17, “e=1", and “t=0". The error rates
P(d), P(e), and P(f) can be redefined as follows based on the
soft error rates generated in the input terminals of the NOT
gate and the AND gate or the gate element.

P()=P,(d)+y M

P(e)=P,(e)+y ®)

P(N=P(+y ©

Based on the equation regarding the inputs “d”, “e”, and
“f”, the input error rates of the NOT gate and the AND gate,
and the error rate propagating to the output, the error rates
P,(g) and P (h) propagating to the output can be defined as
follows.

P (@)= (d)+y (10)

Pp(I=[1-(Bp(e)+1)]Ix[Pp(N+Y] an

By sequentially applying the equations of the gates from
the input of the block as described above, it is possible to
define the error rate in the final output terminal. The error
rate P(0) of the final output terminal can be expressed by the
error rates P,(a), P,(b), and P,(c) propagating from the input
first and the soft error rate y defined in each internal gate.

According to the present invention, it is recommended
that a special error correction technique be applied to the
input generating a relatively high error rate by analyzing the
error rates derived from FIG. 4.

In the method of deriving the error rate described above,
such a technique of computing the output error rate depend-
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ing on a combination of the inputs of each gate is too
complicated and may be physically difficult in analysis and
modeling of input information for overall gates based on the
input information of the SoC if the SoC modeling is com-
plicated. Therefore, according to the present invention, in
order to derive an error model of each gate, an additional
proposal will be made for a method of completing the
modeling of the gates using statistic information regarding
an input combination of each gate by executing a simulation.

In FIG. 1, the error rate P (o) is determined as “P(i)*P(j)”,
“PE*(1-P([)”, “(1-P(1))*P()”, and “1-{(1-P([))*(1-P())
} for four possible inputs. For example, if input statistic
information of a particular NAND gate is analyzed by
performing a simulation using the gate-level model of the
SoC, and an equation “x+y+z+w=1" is satisfied, where “x”
denotes a proportion of frequency of the inputs “i=0" and
“j=0,” “y” denotes a proportion of frequency of the inputs
“i=1” and “j=0”, “z” denotes a proportion of frequency of
the inputs “i=0" and “j=1", and “w” denotes a proportion of
frequency of the inputs “i=1” and *j=1,” the error rate P,(0)
of this gate can be determined as follows: P,(0)=x*P(1)*P
()+y*PO*(1-P({)+z*(1-PE)*PG+w*1-{(1-P(D))*(1-P
)8

According to another embodiment of the present inven-
tion, if it is assumed that each input has the same proportion
of frequency, i.e., (x=y=z=w=0.25), without analyzing input
statistic information of the internal gate of the SoC, and the
error rate of the gate is determined as “P,(0)={P({)*P(j)+P
O*(A-PE)+A-PEO)*PG+1-{(1-PA)*(1-P({))} }/47, it is
possible to reduce a modeling time and complexity. In this
case, the same types of gates inside a circuit have the same
error propagation rate.

FIG. 5 is a block diagram exemplarily illustrating a
gate-level error analysis technology for the entire SoC
according to an embodiment of the present invention.

FIG. 5 shows an exemplary gate-level error rate analysis
method for the entire system. Using the error rate analysis
method for the gates of the internal blocks in FIG. 4, it is
possible to recognize a course of propagating the error rates
generated from each block of the system to the final output
and obtain the error rates thereof. Through this process, it is
possible to allow a designer to determine a degree of the
error correction technique for the block where errors fre-
quently occur by comparing the error rates of each block of
the entire system. Therefore, it is possible to reduce a
reliability improvement cost.

Although exemplary embodiments of the present inven-
tion have been shown and described hereinbefore, it will be
apparent to those having ordinary skill in the art that a
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number of changes, modifications, or alterations to the
invention as described herein may be made, none of which
depart from the spirit of the present invention. All such
changes, modifications and alterations should therefore be
seen as within the scope of the present invention.

What is claimed is:

1. A method of analyzing an error rate in a system-on-chip
(soc) having at least one internal block obtained by inter-
connecting two or more gates, comprising:

applying an input signal to an input terminal of a certain

internal block;

defining an input error rate of each gate of the internal

block, the input error rate of each gate including a sum
of a soft error rate of the gate and error rates for each
possible input combination of the gate, the soft error
rate generated from the input terminal or the inside of
the gate due to alpha particles emitted from radioactive
isotopes, thermal noise, neutrons, or a change of exter-
nal environments; and

defining an output error rate of the internal block based on

the input error rate of each gate and an error rate
propagating to an output terminal, the two or more
gates including at least one of an OR gate having an
error rate defined by 1-[(1-(P(a)+y)x(1-P(b)+y))] and
a NOT gate having an error rate defined by P(c)+y,
where P(a), P(b) and P(c) are error rates of inputs to the
respective gate(s) and y is a soft error rate.

2. The method according to claim 1, further comprising:
after defining the output error rate of the internal block,
repeating a process of sequentially applying input signals for
all possible cases and defining the output error rate of the
internal block; and analyzing the defined output error rate to
derive an error rate caused by the input of the internal block.

3. The method according to claim 1, wherein, in defining
the output error rate of the internal block, the output error
rate of the internal block is defined using on information
regarding propagation of the error rate between the gates
based on information regarding an interconnection network
between the gates of the internal block.

4. The method according to claim 1, wherein input
statistic information of each gate is analyzed by performing
simulation, and the input error rate and the output error rate
of each gate are modeled using the input statistic informa-
tion.

5. The method according to claim 1, wherein the input
error rate and the output error rate of each gate are modeled
by assuming that the input signals applied to the input
terminal of each gate are exhibited with the same frequency.
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